vvvvvv

English version



Setup L2TP VPN on Windows XP
CREATE VPN CONNECTION

STEP 1. Click start button and open Control Panel

/ Internet ) My Documents
Internet Explorer

&

. ; My Pictures
] E-mail ‘
Outlook Express s =
v MSH g’ My Computer

@ Windows Media Player
‘ﬂ Windows Messenger

@) Help and Support
'® Tour Windows XP :
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2% Wizard E Run...
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@ Set Program Access and
Defaults

All Programs D
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STEP 2. Click Network and Internet Connections

# Control Panel
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Setup L2TP VPN on Windows XP

STEP 3. Select Create a connection to the network at your workplace

# Network and Internet Connections Q@

File Edit View Favorites Tools Help .’,.

@Back - \) E’J /‘:j Search || Folders 5]~

e %
- Network and Internet Connections
-

See Also

& My Network Places
1) Printers and Other 1
e Pick a task...

. Phone and Modem Options .
Set up or change your Internet connection

T T m - Create a connection to the network at your workplace

@ Home or Small OFfice Set up or change your home or small office network
Metworking

|2) Internet Explorer
@ Metwork Diagnostics Change Windows Firewall settings

Set up a wireless network for a home or small office

or pick a Control Panel icon

/-
? Internet Options 5 Network Connections

ll,’ start - and Internet. ..

STEP 4. Change to Virtual Private Network connection and hit Next

B New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Network [ISDN) phone line.

(%) Virtual Private Network connection

Connect to the network using a virtual private network [VPN) connection over the
Internet.

Back [ Next > ][ Cancel ]

& Mew Connection Wizard
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Setup L2TP VPN on Windows XP

STEP 5. Give the connection a name in Company Name field and click Next. Select Do not dial the
initial connection (If you will see a new window)

B New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.

Company Name

j vphlug

For example, you could type the hame of your workplace or the name of a server you
will connect to.

[ < Back J[ Next > I[ Cancel J

i
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1y Start B new Connection Wizard

STEP 6. Enter your Hostname (look L2TP info text file in control panel) and hit Next

B New Connection Wizard
¥PN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol (IP) address of the computer to which you are
connecting.

Host name or IP address [for example, microsoft.com or 157.54.0.1 ):

: t4lbkh. vprlux.net

[ < Back ]l Next > ][ Cancel ]
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+y Start B new Connection Wizard
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Setup L2TP VPN on Windows XP

STEP 7. Select Add shortcut to this connection to my desktop checkbox and hit Finish

v

Recycle Bin B New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

vpnlux
* Share with all users of this computer

The connection will be saved in the Network
Connections folder.

Add a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.

| <Back || Finsh | [ Ccancel |

B rew Connection Wizard

STEP 8. Click on the newly created VPN connection shortcut and hit Properties

2

Recycle Bin

: Connect vpnlux
'.: P
e <

vpnlux

User name:

Password:

[] Save this user name and password for the following users:

[ Connect ][ Cancel ]l Properties l[ Help ]

A
7
iy Start & Connect vpnlux
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Setup L2TP VPN on Windows XP

STEP 9. Select the Networking tab and change the Type of VPN to L2TP IPSec VPN. Open the Security
tab

# vpnlux Properties

| General | Options | Secuiity| Networking | Advanced|

Type of ¥YPN:

[LorPipsecven 4
vpnlux

This connection uses the following items:

e Interet Protocol [TCP/IP)

El QoS Packet Scheduler

g File and Printer Sharing for Microsoft Networks
g Client for Microsoft Networks

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K ] [ Cancel
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1y Start & Connect vpnlux

STEP 10. Click IPSec Settings

# vpnlux Properties

| General | Options | Security \Networking | Advanced |

Security options
(®) Typical recommended settings)

Validate my identity as follows:

| Require secured password v [

[ Automatically use my Windows logon name and
password [and domain if any)

Require data encryption [disconnect if none)
(O Advanced (custom settings)

na the

oK ][ Cancel ]
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Setup L2TP VPN on Windows XP

STEP 11. Use your preshared key for authentication (look L2TP info text file in control panel) and click
OK. Click OK in Properties window

# vpnlux Properties

| General | Options | Security I‘NetworkingA | Advanced |

Security options
() Typical (recommended settings)

vpnlux Walidate my identity as follows:

IPSec Settings

Use pre-shared key for authentication

Key: ] wpnluy

oK ] [ Cancel ]

IPSec Settings...

0K ] [ Cancel
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STEP 12. Enter your login info (look L2TP info text file in control panel). Select the Save this user name
and password checkbox and click Connect. NB! Newer use remember password option on public
computers! If someone connects with your details when you online, you will be disconnected!

Connect vpnlux

vpnlux

User name: i qeyk3pacdm

Password: 'ooooooooool

Save this user name and password for the following users:

(3) Me only
() Anyone who uses this computer

[ Connect ][ Cancel ][ Properties ][ Help

| EaE——
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1y Start & Connect vpnlux
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Setup L2TP VPN on Windows XP

STEP 13. Right click on the VPN Network icon in system tray and hit Disconnect when you finish

vpnlux

Status

Change Windows Firewall settings

Open Network Connections
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Setup L2TP VPN on Windows XP
DELETE VPN CONNECTION

STEP 1. Open your Network and Internet Connections (see STEP 1 and STEP 2 above) and click
Network Connections

# Network and Internet Connections

File Edit View Favorites Tools Help i
@Back = e > [I pSearch lD Folders Dv

1 =
‘ - Network and Internet Connections
See Also <

& My Network Places
+£) Printers and Other H
S Pick a task...

% Phone and Modem Options
Set up or change your Internet connection

e Create a connection to the network at your workplace

Home or Small Office Set up or change your home or small office network

Metworking : .
@ Internet Explorer Set up a wireless network for a home or small office

@ Metwork Diagnostics Change Windows Firewall settings

or pick a Control Panel icon

4 .
rf Internet Options 5 Network Connections

/ s Start P Network and Internet...

STEP 2. Right click on the VPN Connection and click Delete

s Network Connections

File Edit View Favorites Tools Advanced Help :7,.

@Back - @ [I pSearch | Folders i)~

4| LAN or High-Speed Internet

Network Tasks

_ Local Area Connection
Create a new » Connected, Firewalled

connection T8, AMD PCNET Family PCI Ethern...

Set up a home or small
office network

@ Change Windows | Virtual Private Network

Firewall settings

& Start this connection = & v
Em Rename this connection onnected, Firewaled

'._EJ Delete this connection ior:nel:t
aLatus

Change settings of this

connection Set as Default Connection

Create Copy

DEherElaces Create Shortcut

B Control Panel

i’a My Network Places Rename

(£} My Documents Properties

% My Computer

v
4 Start ® Metwork Connections ’< )y
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